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About this guide

The Firebird Quick Sart Guide is an introduction for the complete newcomer to a few essentials for getting
off to a quick start with a Firebird binary kit. The guide first saw the light as Chapter 1 of the Using Firebird
manual, sold on CD by IBPhoenix. Later it was published separately on the Internet. In June 2004, 1BPhoenix
donated it to the Firebird Project. Since then it is maintained, and regularly updated, by members of the Firebird
documentation project.

I mportant

Before you read on, verify that this guide matches your Firebird version. This guide covers versions 2.5 and
2.5.1. For al other Firebird versions, get the corresponding Quick Start Guide at http://www.firebirdsql.org/
en/documentation/.

The Firebird licenses

Firebird is a free, open-source database management system, but “free” does not mean that everything is per-
mitted. The use of Firebird is governed by two licenses: the IPL (InterBase Public License) and the IDPL (Initial
Developer's Public License). Thefirst one coversthe parts of the source code that wereinherited from InterBase;
the second applies to the additions and improvements made by the Firebird Project. Both licenses offer similar
rights and restrictions. In short:

» Useof the softwareisfree, evenfor commercial purposes. Y ou may also redistribute the software, separately
or with aproduct of your own, but you may not claim ownership or credit for it. Any license notices included
with Firebird must remain intact.

* You may modify and recompile the Firebird source code or parts of it. You may distribute such modified
versions, but if you do so, you must document your modifications and make them publicly available, at no
cost, under the same license as the original code.

* You may include Firebird source code (modified or not) in a larger work and distribute that larger work,
in source and/or compiled form, under a license of your own choosing. Y ou need not publicize the source
code for the entire larger work, but you must fulfill the license conditions for the parts that were taken from
Firebird, whether they were modified or not.

Please natice that the above is a simplified overview. Only the original license texts are legally binding. You
can find them here:

http://www.firebirdsgl.org/ipl/ (IPL)

http://www.firebirdsgl.org/idpl/ (IDPL)
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Classic, SuperClassic or Superserver?

Firebird servers comein two flavours, called architectures. Classic Server and Superserver. Since Firebird 2.5,
Classic Server can operate in two modes. “traditional” Classic and SuperClassic, giving a total of 3 models.
Which one should you choose? The most important differences are listed below. In the vast majority of cases,
al three models perform equally well and offer (almost) the same possihilities.

Processes
Classic uses a separate process for each connection; SuperClassic and Superserver use a single process.
Thus, if a Classic server process crashes, the other connections remain unaffected. With SuperClassic and
Superserver, a crash take down all the connections.

Guardian
Superserver can run under the control of the Firebird Guardian, which automatically restartsit in case of a
crash. SuperClassic only offers the Guardian option under Linux. Classic doesn't offer it at al.

Resources
Being single-process, SuperClassic and Superserver use system resources more efficiently than Classic if
the number of simultaneous connections grows. Superserver isthe most efficient of the three, becauseit a'so
has a shared cache space.

Local connections
Classic and SuperClassic offer an “embedded” local connection mode on Linux which is very fast, but not
as secure as aregular network connection. On Windows, a separate Embedded Server is available which is
even less secure, but can be very practical if you want to ship Firebird with your applications.

Smultaneous connections
Only Classic and SuperClassic allow simultaneous connections to a database from the regular server and
one or more embedded servers. Thus, if you use the Windows Embedded Server, it may be advantageous
to have Classic or SuperClassic as your regular server.

Multiprocessing
On Windows, Superserver defaults to using only the first processor or core in your computer. To make
it use al the available CPU power, the CpuAf fi ni t yMask parameter infi r ebi rd. conf must be edit-
ed. All other servers (including Superserver for Linux) support multiprocessing out of the box and ignore
CpuAf fi ni t yMask.

Asyou can see, none of the three models outshines the other two on all fronts. If you're not sure which is best
for you, SuperClassic may be a good pick on 64-bit systems. Make sure you install the 64-bits version, though.
On 32-bits systems, SuperClassic will be the first to run out of memory under high load. Superserver, with its
shared cache space, and Classic, with its separate processes, perform better there.

Notice that you can always switch to another model later; your applications and databases will keep functioning
like before. The differences are in the servers, not in the databases.

For amore detailed look at the various server models, consult the appendix Firebird server architectures.
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Installation packages

For Linux, Superserver download packagesstart with Fi r ebi r dSS, Classic/SuperClassic packageswith Fi r e-
bi r dCS. The default run mode for Classic/SuperClassic installations is traditional, multiprocess Classic. To
switch to SuperClassic, run the script changeMul ti Connect Mode. sh and answer “t hr ead” at the prompt
(for multithreaded). The script islocated in the bi n subdirectory of your Firebird installation.

For Windows, thereis a combined installation package; you choose the architecture (Superserver or Classic) on
one of the first screens. If you choose Classic, you can enable SuperClassic mode a couple of screens later.

Embedded Server for Windows

On Windows platforms, the Embedded Server comes in a separate download package. It contains a client and
server combined into one DLL for ease of deployment. Whilst very practical, it lacks most of Firebird's usual
security features (much more so than Linux's embedded local access). For more information on Windows Em-
bedded Server, consult the Clients and Servers chapter in Using Firebird:

http://www.firebirdsgl.org/manual/ufb-cs-embedded.html (HTML)

http://www.firebirdsgl.org/pdf manual/Using-Firebird_(wip).pdf (PDF)

Please notice! At the time of this writing, the information at the URLs above is not yet up to date with the
situation in Firebird 2.5. The most important changeis:

»  Windows Embedded now contains a SuperClassic instead of a SuperServer engine. File locks are shared, so
a database can be accessed by one or more Embedded servers and a regular Classic or SuperClassic server
at the same time.

Consult the Firebird 2.5 Release Notes for full details.

What is in the kit?

All of the download kits contain all the components needed to install the Firebird server:

The Firebird server executable.

One or more client libraries.

The command-line tools.

The standard user-defined function libraries.
A sample database.

The C header files (not needed by beginners).
Release notes — essential reading!
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Default disk locations

Linux

The following table shows the default component locations of a Firebird installation on Linux. Some of the
locations may be different on other Unix-like systems.

Table 1. Firebird 2.5 component locations on Linux

Component

File Name

Default Location

Installation directory

(referred to hereafter as <1 n-
stal | Dir>)

/opt/firebird

(may vary per distribution)

Configuration files

firebird. conf,aliases.
conf , etc.

<InstallDir>

Release Notes and other documen-
tation

Variousfiles

<lInstall Di r>/doc

Firebird server

f bserver (SS),fb_snp_serv-
er (SC)orfb_inet_server
(€Y

<Install D r>/bin

Command-line tools

i sql , gbak, nbackup, gsec,
gf i x, gst at, etc.

<Install Dir>/bin

Sample database enpl oyee. f db <l nst al | Di r >/ exanpl es/
enpbui | d
UDF libraries i b_udf.so,fbudf.so <l nstal | Di r>/ UDF

Additional server-sidelibraries

libicu*.so,libib util.so

<InstallDir>/1ib

Client libraries

l'i bf bclient. so. 2. 5. n (net-
work client)

l'i bf berbed. so. 2. 5. n (lo-
cal client with embedded engine,
Classic/SuperClassic only)

The usual symlinks (*. so. 2,
*. s0) are created. Legacy

l'i bgds. * symlinksarealsoin-
stalled.

fusr/1ib[64]

(actually, thereal stuff isin <I n-
stal |l Dir>/1Ii b, but you should
usethelinksin/usr/1ib[64])
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Windows

In the table below, <Pr ogr anDi r > refers to the Windows programs folder. This is usually “C: \ Pr ogr am
Fi | es” but may also be a different path, e.g. “D: \ Pr ogr anmi ”. Likewise, <Syst enDi r > refers to the Win-
dows system directory. Be sure to read the notes below the table, especially if you're running Firebird on a 64-

bit Windows system.

Table 2. Firebird 2.5 component locations on Windows

Component

File Name

Default Location

Installation directory

(referred to hereafter as <1 n-
stal | Dir>)

<Pr ogranDi r >\ Fi r ebi r d\
Firebird 2 5

Configuration files

firebird. conf,aliases.
conf , etc.

<InstallDir>

Release Notes and other documen-
tation

Variousfiles

<lInstall Di r>\doc

Firebird server

fbserver.exe (SS)orfb_in-
et _server. exe (CS/SC)

<Install D r>\bin

Command-line tools

i sql . exe, gbak. exe, nback-
up. exe, gsec. exe, gfi x. exe,
gst at . exe, etc.

<Install Dir>\bin

Sample database

enpl oyee. f db

<Install D r>\ exanpl es\
enpbui | d

User-defined function (UDF) li-
braries

i b_udf.dll,fbudf.dll

<l nstall D r>\ UDF

Additional server-sidelibraries

icu*.dll,ib_util.dll

<Install Dir>\bin

Client libraries

fbclient.dll

(with an optional gds32.dl | , to
support legacy apps)

<Install Dir>\bin

(with an optional copy in<Sys-
t enDi r > — see note below table)

bit systems are:

The Windows system directory
The exact path to the Windows System directory depends on your Windows version. Typical locations on 32-
« for Windows 95/98/ME: C. \ W ndows\ Syst em
e for Windows NT/2000: C: \ W NNT\ Syst enB2

o for Windows XP: C. \ W ndows\ Syst enB2

For 64-bit systems, read the next note.
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Important notice for 64-bit Windows users

On 64-bit Windows systems, the “Pr ogr am Fi | es” directory is reserved for 64-bit programs. If you try to
install a 32-bit application into that folder, it will be auto-redirected to a directory which —in English versions
—iscaled “Program Fi |l es (x86)". In other language versions the name may be different.

In the same vein, the Syst enB2 directory is reserved for 64-bit libraries. 32-bit libraries go into Sy s\WOW64.
That'sright: 64-bit libraries are in Syst enB2, 32-bit libraries in Sy s WOWs4.

If you're not aware of this, you may have a hard time locating your 32-bit Firebird components on a 64-bit
Windows system.

(Incidentally, WOW stands for Windows on Windows. Now you can aso work out what LOL means.)

Installing Firebird

Theinstructions given below for the installation of Firebird on Windows and Linux should be sufficient for the
vast majority of cases. However, if you experience problems or if you have special needs not covered here, be
sure to read the INSTALLATION NOTES chapter in the Release Notes. Thisis especially important if you are
upgrading from apreviousversion or if there are remnants of an old (and maybe long gone) InterBase or Firebird
installation floating around your system (DLLs, Registry entries, environment variables...)

Installing the Firebird server

Installation drives

Firebird server — and any databases you create or connect to — must reside on a hard drive that is physically
connected to the host machine. Y ou cannot |ocate components of the server, or any database, on amapped drive,
afilesystem share or a network filesystem.

Note

Y ou can mount a read-only database on a CD-ROM drive but you cannot run Firebird server from one.

Installation script or program

Although it is possible to install Firebird by a filesystem copying method — such as “untarring” a snapshot
build or decompressing a structured . zi p archive — it is strongly recommended that you use the distributed
release kit (. exe for Windows, . r pmfor Linux), especialy if thisis the first time you install Firebird. The
Windowsinstallation executable, the Linux rpm program andthei nst al | . sh scriptintheofficia . t ar . gz for
various Posix platforms all perform some essential setup tasks. Provided you follow theinstallation instructions
correctly, there should be nothing for you to do upon completion but log in and go!
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Installing on Windows

TheFirebird installer lets you choose between Superserver and Classic/SuperClassic. Each model isfully stable
and there is no reason to categorically prefer one to the other. Of course you may have your own specific
considerations. When in doubt, consult the Classic, SuperClassic or Superserver chapter again.

If youinstall Firebird under Windows 95/98/M E, uncheck the option toinstall the Control Panel applet. It doesn't
work on these platforms. Y ou'll find alink to a usable applet further down. (Note: the option to install the applet
isonly available for Superserver.)

On Windows server platforms—NT, 2000/3/8, XP, Vistaand 7 — Firebird will run asasystem service by default,
but during the installation you can also choose to let it run as an application. Non-server Windows systems —
95, 98 and ME — don't support services; running as an application is the only option there.

Use the Guardian?

TheFirebird Guardianisautility that monitorsthe server processand triestorestart it if it terminatesabnormally.
The Guardian does not work with Firebird Classic Server on Windowsiif run as an application. Thisisdueto a
known bug, which may be fixed later. Currently the Firebird 2.5 installer doesn't give you the option to include
the Guardian at all with a Classic Server, even if you install it as a service.

The Guardian works correctly with Superserver, whether run as an application or as a service.

If you run Firebird asa service on Windows 2000 or newer, the Guardian isaconveniencerather than anecessity,
since these operating systems have the facility to watch and restart services. It is recommended that you keep
the Guardian option on (if possible) in al other situations.

Installing on Linux and other Unix-like platforms

In all cases, read the Release Notes that came with your Firebird package (chapter Installation Notes, section
Posix Platforms). There may be significant variations from release to release of any Posix operating system,
especialy the open source ones. Where possible, the build engineers for each Firebird version have attempted
to document any known issues.

If you have a Linux distribution that supports rpm installs, consult the appropriate platform documentation for
instructions about using RPM Package Manager. In most distributions you will have the choice of performing
theinstall from a command shell or through a GUI interface.

For Linux distributions that cannot process rpm programs, and for Unix flavours for which no . r pmkit is
provided, usethe. t ar. gz kit. You will find detailed instructions in the Release Notes.

Shell scripts have been provided. In some cases, the Rel ease Notes may instruct you to edit the scripts and make
some manual adjustments.

Installing multiple servers

Firebird allows the operation of multiple servers on a single machine. It can also run concurrently with Firebird
1.x or InterBase servers. Setting this up is not a beginner's task though. If you need to run multiple servers,
consult the Installation Notes chapter of the Release Notes, and have the Firebird 1.5 Release Notes handy too
—you will be directed to them at a certain point during your reading of the Installation Notes.
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Testing your installation

If everything works as designed, the Firebird server process will be running on your server machine upon com-
pletion of the installation. It will also start up automatically whenever you restart your computer.

Beforetesting the Firebird server itsdlf, it isadvisable to verify if the server machineis reachable from the client
at all. At thispoint, it isassumed that you will use the recommended TCP/IP network protocol for your Firebird
client/server connections.

Notes

« |f you haveinstalled a Classic/SuperClassic Server on Linux/Unix or any Firebird server on Windows, it is
possible to connect directly to the local server, without using a network layer. If you intend to use Firebird
for thistype of connection only, you can skip the “ Pinging the server” section below.

e For information about using the NetBEUI protocol in an all-Windows environment, refer to the Network
Configuration chapter in the Using Firebird manual sold by I1BPhoenix, or consult the InterBase 6 Opera-
tions Guide (http://www.ibphoenix.com/files/600pGuide.zip).

 Firebird does not support IPX/SPX networks.

Pinging the server

The ping command — available on most systems—is aquick and easy way to seeif you can connect to a server
machine via the network. For example, if your server's |P address in the domain that is visible to your client is
192. 13. 14. 1, go to acommand shell on the client machine and type the command

ping 192.13.14.1

substituting this example | P address with the | P address that your server isbroadcasting. If you are on amanaged
network and you don't know the server's | P address, ask your system administrator. Of course you can also ping
the server by its name, if you know it:

ping ver cingetorix

If you are connecting to the server from alocal client — that is, a client running on the same machine as the
server —you can ping the virtual TCP/IP loopback server:

ping localhost —or— ping 127.0.0.1

If you have a simple network of two machines linked by a crossover cable, you can set up your server with
any IP address you like except 127.0.0.1 (which is reserved for aloca loopback server) and, of course, the IP
address which you are using for your client machine. If you know the “native” |P addresses of your network
cards, and they are different, you can ssimply use those.

Once you have verified that the server machine is reachable from the client, you can go on to the next step.

Checking that the Firebird server is running

After installation, Firebird server should be running:

10
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On Linux or other Unix-like systems:
Asaservice.

On Windows server systems (NT, 2000/3/8, XP, Vista, 7):
Asaserviceor as an application. Serviceis default and highly recommended.

On Windows non-server systems (95, 98, ME):
As an application.

The following sections show you how to test the server in each of these situations.

Server check: Linux and other Unices

Usethetop command in acommand shell to inspect the running processesinteractively. If aFirebird Superserver
is running, you should see a process hamed f bguar d. Thisis the Guardian process. Further, there will be one
main and zero or more child processes named f bser ver .

Thefollowing screen shows the output of top, restricted by grep to show only lines containing the charactersf b:

frodo:/inkonmend/firebird # top -b -n1 | grep fb

2587 firebird 24 0 1232 1232 1028 S 0.0 0.3 0: 00. 00 fbguard
2588 firebird 15 0 4124 4120 2092 S 0.0 0.9 0: 00. 04 f bserver
2589 firebird 15 0 4124 4120 2092 S 0.0 0.9 0: 00. 00 f bserver
2604 firebird 15 0 4124 4120 2092 S 0.0 0.9 0: 00. 00 f bserver
2605 firebird 15 0 4124 4120 2092 S 0.0 0.9 0: 00. 02 f bserver
2606 firebird 15 0 4124 4120 2092 S 0.0 0.9 0: 00. 00 f bserver
2607 firebird 15 0 4124 4120 2092 S 0.0 0.9 0: 00. 00 f bserver

As an alternative to top, you can use ps-ax or ps-aux and pipe the output to grep.

For Classic Server, theprocessnameisf b_i net _ser ver . Therewill be oneinstance of thisprocessrunning for
each network connection. Notethat if there are no active connections, or if thereare only direct local connections,
you won't find f b_i net _ser ver inthe processlist. f b_| ock_ngr should be present though as soon as any
kind of Classic connection has been established.

For SuperClassic, the process name isfb_snp_server and it will visible as soon as the service is started.
SuperClassic, just like Superserver, does its own port-listening, so it will be running even if there are no con-
nections.

Other ways to test a Firebird server immediately after installation include connecting to a database, creating a
database, and launching the gsec utility. All these operations are described later on in this guide.

Server check: Windows, running as service

Open Control Panel -> Services (NT) or Control Panel -> Administrative Tools -> Services (2000/3/8, XP,
Vidta, 7).

Thisillustration shows the Services applet display on Windows 2000. The appearance may vary from one Win-
dows server edition to another. Also, service names may vary with the Firebird version.

11
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5 Services -0 x
=10

| actie Beeld |J4--lr| BERDE 2> = 0w
Struckuur I Maam / | status | opstarttype =]
% Services (lokaal) %COM+-gebeurtenissysteem Gestart  Handmatig
%Cnmputer Browser Gestark  Aukomatisch
%DHCF‘ Client Gestart  Aukomatisch J
%Distributed Link. Tracking Client Gestart  Aukomatisch
%Distributed Transaction Coordinator Handrnatig
%DNS Clienk Gestart  Auktomatisch
%Event Log Gestart  Auktomatisch

N Fax-cervice Handmatig
Firebird Guardian - DefaultInstance  Gestart  Aukomatisch
e Firehird Server - DefaultInstance Geskart  Handmatig

e

H Indexing-service Handmatig

%Intelligente achtergrondsoverdra... Handmatig 'I
3

1 |

You should at least find the Firebird server in the services listing. The Guardian may or may not be running,
depending on the choices you made during installation.

Server check: Windows, running as application
If Firebird is up and running as an application, it is represented by an icon in the system tray:

» A green and grey server symbol if controlled by the Guardian;
» A round yellow and black graphic if running standalone.

A flashing icon indicates that the server isin the process of starting up (or at least trying to do so). A red icon,
or an icon with an overlying red stop sign, indicates that startup has failed.

One way to make 100% sure if the server isrunning or not is to press Ctrl-Alt-Del and look for thef bser ver
orfb_i net_server process (and possibly f bguar d) inthetask list.

On some occasions, you may need to start the Guardian or server once explicitly viathe Start menu even if you
opted for “Start Firebird now” at the end of the installation process. Sometimes areboot is necessary.

If you're desperately trying to start Firebird and nothing seems to work, ask yourself if you'veinstalled Firebird
2.5 (Super)Classic server with the Guardian option enabled (the installation program doesn't offer this possibil-
ity anymore, but there are other ways). As said before, the combination (Super)Classic + Guardian currently
doesn't work if Firebird runs as an application. Uninstall Firebird if necessary and reinstall (Super)Classic with-
out Guardian, or Superserver with or without Guardian.

Y ou can shut the server down viathe menu that appearsif you right-click on the tray icon. Notice that this also
makes the icon disappear; you can restart Firebird viathe Start menu.

Note

Windows Classic Server (but not SuperClassic!) launches a new process for every connection, so the number
of fb_i net_server processes will always equal the number of client connections plus one. Shutdown via
the tray icon menu only terminates the first process (the listener). Other processes, if present, will continue to
function normally, each terminating when the client disconnects from the database. Of course, once the listener
has been shut down, new connections can't be made.

12
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In the case of Superserver you can also use a Control Panel applet to check and alter the Firebird server status.
Some available applets will be presented alittle later in this guide.

Performing a client-only install

Each remote client machine needs to have the client library —1 i bf bcl i ent . so on Posix clients, f bcl i ent .
dl I on Windows clients — that matches the release version of the Firebird server.

Firebird versions from 1.5 onward can install symlinks or copies named after the 1.0 libs (with the “old” Inter-
Base names), to maintain compatibility with third-party products which need thesefiles.

Some extra pieces are also needed for the client-only install.

Windows

At present, no separate installation program is available to install only the client pieces on a Windows machine.
If you are in the common situation of running Windows clients to a Linux or other Unix-like Firebird server
(or another Windows machine), you need to download the full Windows installation kit that corresponds to the
version of Firebird server you install on your server machine.

Fortunately, once you havethekit, the Windowsclient-only install iseasy to do. Just run theinstallation program,
and when you arrive at at the “ Select Components” screen, choose one of the client-only options from the drop-
down list or uncheck the “ Server Components’ checkbox.

Linux and some other Posix clients

A small-footprint client install program for Linux clients is not available either. Additionally, some Posix
flavours — even within the Linux constellation — have somewhat idiosyncratic requirements for filesystem loca-
tions. For these reasons, not all *x distributions for Firebird even contain a client-only install option.

For most Linux flavours, the following procedure is suggested for a Firebird client-only install. Log in asr oot
for this.

1. Lookforlibfbclient.so.2.5.n(nbengthepatchversion number)in/opt/firebird/libonthe
machine where the Firebird server isinstalled. Copy itto/ usr/ i b ontheclient (or/ usr/1i b64 if both
server and client are 64-bits).

2. Create chained symlinks using the following commands:
In -s/usr/lib/libfbclient.so.2.5.n /usr/lib/libfbclient.so.2
In -s/usr/lib/libfbclient.so.2 /usr/lib/libfbclient.so
...replacing 2. 5. n with your version number, eg.2.5.00r 2. 5. 3

If you're running applications that expect the legacy libraries to be present, also create the following sym-
links:

In -s/usr/lib/libfbclient.so /usr/lib/libgds.so.0

In -s/usr/lib/libfbclient.so /usr/lib/libgds.so

13



Firebird 2.5 Quick Start

3. Copy firebird. nsg tothe client machine, preferably into the/ opt / fi r ebi r d directory. If you place
it somewhere else, create a system-wide permanent FI REBI RD environment variable pointing to the right
directory, so that the API routines can locate the messages.

4. Optionally copy some of the Firebird command-line tools— e.g. isgl — to the client machine. Note: always
copy the tools from a Superserver kit, regardless of the architecture of the server(s) you're planning to
connect to. Tools from Classic distributions terminate immediately if they can't find the | i bf benbed
library (which is useless for network connections) upon program start.

Instead of copying the files from a server, you can al'so pull them out of aFirebirdt ar . gz kit. Everything you
needislocatedinthe/ opt / fi r ebi r d treewithinthebui | dr oot . t ar . gz archivethat's packed insidetheKkit.

Server configuration and management

There are several things you should be aware of — and take care of — before you start using your freshly installed
Firebird server. This part of the manual introduces you to some useful tools and shows you how to protect your
server and databases.

User management: gsec

Firebird comes with a command-line user management tool called gsec. Although its functions can also be
performed by a number of third-party GUI utilities, you should at least have a basic knowledge of gsec, since
thisisthe official tool and it's present in every Firebird server installation. In the next sections you will use gsec
to execute three tasks: changing the SY SDBA password, adding Firebird users and (optionally) appointing co-
administrators. First though, some points of attention:

Permission to run gsec
With some Firebird installations, you can only run gsec if you are logged into the operating system as Supe-
ruser (r oot on Linux) or asthe user the Firebird server process runs under. On Windows server platforms,
you typically need to be in the Power User group or higher to run gsec successfully.

Trouble running gsec
If you have enough privileges but invoking gsec resultsin amessagelike“cannot attach to password
dat abase - unable to open database”:

* Youmay berunning Firebird on Windows and for somereason thelocal protocol isn't working. Onerather
common cause for thisis running Windows with Terminal Services (Remote Desktop Services) enabled
and connecting to the server from a different session. To enable the local protocol, open fi r ebi rd.
conf , uncomment the | pcNane parameter and set it to @ obal \ FI REBI RD. Then restart the server.

Note

In Firebird 2.0.1 and up, Firebird automatically prepends @ obal \ to the IPChame if the connection
fails because of insufficient permissions, so this should not happen anymore.

* If the above doesn't apply to you, you can at least circumvent the problem by “tricking” gsec into using
TCP/IP. Add the following parameter to the command line, adjusting the path if necessary:

-database " localhost: C:\Program Files\Firebir d\Firebird_2 S\security2.fdb"
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Thefile security2. f db is the security database, where Firebird keeps its user account details. It is
located in your Firebird installation directory.

» Maybe your security database is arenamed securi ty. f db from Firebird 1.5 or earlier. Of course this
can't be the case immediately after installation. Someone (you?) must have put it there, in order to keep
the existing accounts available. Consult the Release Notesfor instructions on how to upgrade old security
databases.

If the error message starts with “Cannot attach to services manager”, the server may not be
running at all. In that case, go back to Testing your installation and fix the problem.

Invoking gsec on Linux
On *nix systems, if you call gsec from its own directory, you should type ./gsec instead of just gsec. The
current directory isusually not part of the search path, so plain gsec may either fail or launch a“wrong” gsec.

Changing the SYSDBA password

One Firebird account is created automatically as part of the installation process: SY SDBA. This account has all
the privileges on the server and cannot be deleted. Depending on version, OS, and architecture, the installation
program will either

 install the SYSDBA user with the password nast er key (actualy, mast er ke: characters after the eighth are
ignored), or

» ask you to enter a password during installation, or

* generate arandom password and store that in the file SYSDBA. passwor d within your Firebird installation
directory.

If the password is mast er key and your server is exposed to the Internet at all — or even to alocal network,
unless you trust every user with the SYSDBA password — you should change it immediately using the gsec
command-line utility. Go to a command shell, cd to the Firebird bi n subdirectory and issue the following
command to change the password to (as an example) i cur yy4me:

gsec -user sysdba -pass masterkey -mo sysdba -pw icuryy4me
Notice that you specify “sysdba” twice in the command:

» Withthe- user parameter you identify yourself as SYSDBA. Y ou also provide SYSDBA's current password
inthe - pass parameter.

* The-no[dify] parameter tells gsec that you want to modify an account — which happens to be SYSDBA
again. Lastly, - pw specifies the type of modification: the password.

If al has gone well, the new password i cur yy4ne is now encrypted and stored, and mast er key is no longer
valid. Please be aware that unlike Firebird user names, passwords are case-sensitive.

Adding Firebird user accounts

Firebird allows the creation of many different user accounts. Each of them can own databases and also have
various types of access to databases and database objects it doesn't own.

Using gsec, you can add a user account as follows from the command line in the Firebird bi n subdirectory:
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gsec -user sysdba -pass masterkey -add billyboy -pw sekrit66

Provided that you've supplied the correct password for SY SDBA, auser account called bi | | yboy will now have
been created with password sekr i t 66. Remember that passwords are case-sensitive.

Firebird 2.5 also introduces SQL commands for user management. While attached to any database, SY SDBA (or
co-admins, see below) can create, alter and drop userslike this:

create user sonny password 'cher_ie'

al ter user sonny password ' 9hgf 72354b'
drop user sonny

Other parameters for CREATE/ALTER USER are FIRSTNAME, MIDDLENAME and LASTNAME. Like PASS
WORD, they all take a string argument.

Ordinary Firebird users can alter their own account details with gsec (“gsec -user toby -pass hEltoPay -mo
toby -pw purgaToby”) and with SQL (“alter user toby password 'purgaToby™). Only the account name itself
can never be changed, not even by SY SDBA.

Appointing co-administrators

Note: What follows here is not essential knowledge for beginners. Y ou can skip it if you like and go on to the
Security section.

In Firebird 2.5 and up, SYSDBA (and others with administrator rights) can appoint co-administrators. In gsec
thisis done by adding the - adni n parameter:

gsec -user sysdba -pass master key -add bigbill -pw bigsekrit -admin yes
gsec -user sysdba -pass masterkey -mo littlgjohn -admin yes

The first command creates user bi gbi | | as a Firebird administrator, who can add, alter and drop users. The
second command grants administrator privilegesto theexistinguser li tt| ej ohn.

The SQL equivalents of these commands are:

create user bigbill password 'bigsekrit' grant admin role
alter user littlejohn grant admn role

To revoke administrator privileges with gsec, use - admi n no. In SQL, use REVOKE ADMIN ROLE.

Notes

¢ GRANT ADMIN ROLE and REVOKE ADMIN ROLE are not GRANT and REVOKE statements, although they
look that way. They are parameters to the CREATE and ALTER USER statements. The actua role name
involved here isRDB$SADMIN. Thisrole also existsin regular databases; more about that in a minute.

« Every user who has received administrator rights can pass them on to others. Therefore, there is no explicit
WITH ADMIN OPTION.

Differences between co-administrators and SYSDBA

» Co-admins can create, alter and drop users, but they have no automatic privileges in regular databases, like
SYSDBA has.
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» Unlike SYSDBA, co-admins must specify the extra parameter -r ol e r db$admi n every time they invoke
gsec to add, modify, drop or view users.

» Co-admins who want to use the SQL user management commands must specify the RDBSADMIN role when
connecting. However, since hobody can connect to the security database, this requires alittle trickery. First,
the co-admin has to be granted the RDBSADMIN role in at |east one regular database as well. This is done
in the usual way:

grant rdb$admin to bigbill

Grantors can be the database owner, SYSDBA, and every other user who has the RDBSADMIN role in that
database and has specified it while connecting. Every RDB$SADMIN member in a database can pass the role
on to others, so again there is no WITH ADMIN OPTION. Once the co-admin has obtained the role, he can
connect to the (regular) database with it and use the SQL user management commands. It's not the most
elegant of solutions, but that's how it works.

Please remember:
The RDB$ADMIN role in a database gives the grantee SY SDBA rights in that database only!

e |f it isthe security database, the grantee can manage user accounts, but has no special privileges in other
databases.

¢ |fitisaregular database, the grantee can control that database like he was SY SDBA, but again has no special
privileges in other databases, and has no user administation privileges.

Of courseit ispossibleto grant auser the RDB$SADMIN rolein several databases, including the security database.

Security

Firebird 2.5 offers a number of security options, designed to make unauthorised access as difficult as possible.
Be warned however that some configurable security features default to the old, “insecure” behaviour inherited
from InterBase and Firebird 1.0, in order not to break existing applications.

It pays to familiarise yourself with Firebird's security-related configuration parameters. Y ou can significantly
enhance your system's security if you raise the protection level wherever possible. Thisis not only a matter of
setting parameters, by the way: other measures involve tuning filesystem access permissions, an intelligent user
accounts policy, etc.

Below are some guidelines for protecting your Firebird server and databases.

Run Firebird as non-system user
On Unix-like systems, Firebird already runsasuser f i r ebi r d by default, not asr oot . On Windows server
platforms, you can aso run the Firebird service under a designated user account (e.g. Fi r ebi rd). The
default practice — running the service as the Local Syst emuser — poses a security risk if your system is
connected to the Internet. Consult READVE. i nst svc inthe doc subdir to learn more about this.

Change SYSDBA's password
Asdiscussed before, if your Firebird server isreachable from the network and the system password is mas-
t er key, changeit.

Don't create user databases as SYSDBA
SYSDBA is avery powerful account, with full (destructive) access rights to all your Firebird databases. Its
password should be known to afew trusted database administrators only. Therefore, you shouldn't use this
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super-account to create and popul ate regular databases. |nstead, generate normal user accounts, and provide
their account names and passwords to your users as needed. Y ou can do this with gsec as shown above, or
with any third-party Firebird administration tool.

Protect databases on the filesystem level
Anybody who has filesystem-level read access to a database file can copy it, install it on a system under his
or her own control, and extract all datafrom it —including possibly sensitive information. Anybody who has
filesystem-level write access to a database file can corrupt it or totally destroy it.

As arule, only the Firebird server process should have access to the database files. Users don't need, and
should not have, access to the files— not even read-only. They query databases viathe server, and the server
makes sure that users only get the allowed type of access (if at all) to any objects within the database.

An exception to this rule is the Windows Embedded Server, which requires that users have proper access
rights to the database file itsalf.

Disable Classic local mode on Linux

Another exception to the above rule is the so-called local or embedded access mode of the Firebird Classic
and SuperClassic serverson Linux. Here too, users must have proper access rightsto the database file itself.
They also need read access to the security database securi t y2. f db. If thisworries you (and it probably
should), reserve filesystem access to the security database (and other databases, while you're at it) to the
server process only. Users are then obliged to connect viathe network layer. Don't removethel i bf benbed
library from your system, though: it containsthe complete server engine used by your Classic or SuperClassic
server!

Use database aliases
Database aliases shield the client from physical database locations. Using aliases, a client can e.g. connect
to “f rodo: zappa” without having to know that the real location is f r odo: / var/fi rebird/ nusic/
under gr ound/ not hers_of _i nventi on. f db. Aliases also allow you to relocate databases while the
clients keep using their existing connection strings.

Aliases arelisted in thefileal i ases. conf, in thisformat on Windows machines:

poker = E:\ Games\ Dat a\ Poker Base. f db
bl ackj ack. fdb = C:\Firebird\ Dat abases\ cardganes\ bl kj k_2. fdb

And on Linux:

/ horre/ bookwor ml dat abase/ books. f db
[var/firebird/ music/under ground/ not hers_of _i nventi on. fdb

books
zappa

Givingthealiasan . f db (or any other) extension is fully optional. Of courseif you do include it, you must
also specify it when you use the alias to connect to the database.

Aliases, once entered and saved, take effect immediately. There is no need to restart the server.

Restrict database access
TheDat abaseAccess parameter infi rebi rd. conf canbesettoRest ri ct tolimit accessto explicitly
listed filesystem trees, or even to None to alow access to aiased databases only. Default isAl |, i.e. no
restrictions.

Note that this is not the same thing as the filesystem-level access protection discussed earlier: when
Dat abaseAccess isanything other than Al | , the server will refuse to open any databases outside the de-
fined scope even if it has sufficient rights on the database files.
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Choose your authentication model
Firebird supports three authentication models when connecting to databases or using the tools:

1. Native: The user must identify him/herself with a Firebird username and password, which the server
checks against the security database.

2.  Trusted: The user isautomatically identified by his OS account name.

3.  Mixed: The user either supplies aFirebird username and password, or islogged in with his OS account
name.

On Linux, themixed model isin effect. On Windows, native authentication isthe default, but you can change
it to trusted or mixed by setting the Aut hent i cat i on parameter infi r ebi rd. conf.

Depending on your Windows system configuration and the way Firebird is used, trusted may be the most
secure option.

Consider whether Windows administrators should have SYSDBA rights
In Firebird 2.1, if Aut henti cati on was trusted or mixed, Windows administrators would automatically
receive SY SDBA privilegesin all databases, including the security database. In Firebird 2.5, thisisno longer
the case. This reduces the risk that administrators with little or no Firebird knowledge mess up databases
or user accounts.

If youwant to give individual administrators SY SDBA power in the security database and/or regular databas-
es, you can grant them the RDB$ADMIN role as described in the section Appointing co-administrators. If,
on the other hand, you want to restore the automatic SY SDBA mapping as it was in Firebird 2.1, read the
following instructions.

To giveall the administrators automatic SY SDBA rightsin the security database so they can manage Firebird
user accounts, give the command:

gsec -user sysdba -pass masterkey -mapping set
Y ou must do thisas SY SDBA - aco-admin account won't do. To reversethe command, use- mappi ng dr op.

To give al the administrators SY SDBA rights in an ordinary database, log into the database as the owner,
SY SDBA or someonewho hasthe RDB$SADMIN rolein that database, and issuethe following SQL statement:

alter role rdb$adm n set auto adm n nappi ng

Y ou must repeat thisin every database where you want Windows administrators to have automatic SY SDBA
rights. To turn the mapping off again, use DROP instead of SET.

If automatic mapping is on, Windows administrators must not specify the RDB$SADMIN role when invoking
gsec or connecting to adatabase—at |east not if they want to make use of their SY SDBA rights. If they specify
any role at all —even an unexisting one — the automatic mapping will not work.

There are more security parameters, but the ones not mentioned here are already set to an adequate protection
level by default. Y ou can read about them in the 1.5 through 2.5 Release Notes and in the commentsinfi re-
bi rd. conf itself.
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Windows Control Panel applets

Severa control panel applets are available for use with Firebird. Whilst such applets are not essential, they do
provide a convenient way to start and stop the server and check its current status.

Firebird Server Manager

The Firebird Server Manager applet isincluded in the Firebird distribution. The option to install this applet is
only available for Superserver.

Note

The applet is aso usable for (Super)Classic, provided that Firebird runs as a service, not as an application.
Since the installation dialogue won't give you the option to include the applet with a Classic server, you must,
if you really want it:

install Superserver first;

copy the applet Fi r ebi rd2Cont r ol . cpl from the Windows system folder to a safe place;
uninstall Superserver;

install Classic;

copy the applet back to the system directory.

L] L] L] L] L]

Thisis ascreenshot of the activated applet. Notice that the title bar says “Firebird Server Control”, although it
islisted in the Control Panel as Firebird Server Manager.

Firebird Server Control x|

@ The Firebird zervice iz mnning.

Yerzion 2.0.0.12484 Firebird 2.0 Releaze Candidate

[T Usze the Guardian

— FRun
% as a Semvice

" az an application

— Start
" Automatically

" panually

ok Cancel Smply

This applet only works on Windows NT, 2000/3/8, XP, Vistaand 7.

Firebird Control Center

For an aternative to the bundled applet, you can visit this webpage:
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http://www.achi m-kalwa.de/fbcc.phtml

...and download the Firebird Control Center (FBCC). Please note that, unlike the applet included with Firebird,
the Firebird Control Center will not work with Classic or SuperClassic servers. This may change in the future.

The current version — 0.4.2 — should work well under Windows 2000 and up. It offers the same functionality as
Firebird's own applet, and more. An older release, till downloadable at http://www.achim-kalwa.de/dl/fbcc-0.
2.7.exe, aso runs under Windows 9x, ME and NT. Notice however that these Windows versions are no longer
actively supported by the Firebird project, even if the engine runs oniit.

Administration tools

The Firebird kit does not come with a GUI admin toal. It does have a set of command-line tools — executable
programs which are located in the bi n subdirectory of your Firebird installation. One of them, gsec, has aready
been introduced to you.

The range of excellent GUI tools available for use with a Windows client machine is too numerous to describe
here. A few GUI tools written in Borland Kylix, for use on Linux client machines, are also in various stages
of completion.

Explore the Download > Tools > Administration page at http://www.ibphoenix.com for all of the options.

Note

Remember: you can use a Windows client to access a Linux server and vice-versa.

Working with databases

In this part of the manual you will learn:

* how to connect to an existing database,
* how to create a database,
 and some things you should know about Firebird SQL.

In as much as remote connections are involved, we will use the recommended TCP/IP protocol.

Connection strings

If you want to connect to adatabase or create one you haveto supply, amongst other things, aconnection stringto
the client application (or, if you are a programmer, to the routines you are calling). A connection string uniquely
identifies the location of the database on your computer, local network, or even the Internet.

Local connection strings

An explicit local connection string consists of the path + filename specification in the native format of the
filesystem used on the server machine, for example
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* onalinux or other Unix-like server:
/opt/firebird/ exanpl es/ enpbuil d/ enpl oyee. f db
e on aWindows server:

C:\ Bi ol ogy\ Dat a\ Pri mat es\ Apes\ popul ati ons. fdb

Many clients also alow relative path strings (e.g. “. . \ exanpl es\ enpbui | d\ enpl oyee. f db™) but you
should use them with caution, asit's not always obvious how they will be expanded. Getting an error message
is annoying enough, but applying changes to another database than you thought you were connected to may
be disastrous.

Instead of afile path, the local connection string may also be a database alias that is defined in al i ases.
conf , as mentioned earlier. The format of the alias depends only on how it's defined in the aliases file, not on
the server filesystem. Examples are:

* zappa
* bl ackj ack. fdb
* poker

Tip

If your local connectionsfail, it may be because the local protocol isn't working properly on your machine. If
you're running Windows Vista, 2003 or XP with termina services enabled, this can often be fixed by setting
| pcNane to A obal \ FI REBI RD in the configuration file fi r ebi r d. conf (don't forget to uncomment the
parameter and restart the server).

If setting | pcName doesn't help and you don't get the local protocol enabled, you can always work around
the problem by putting “I ocal host : ” before your database paths or aliases, thus turning them into TCP/IP
connection strings (discussed below).

TCP/IP connection strings
A TCP/IP connection string consists of

1. aserver nameor |P address
2. acolon(“:")
3. either the absolute path + filename on the server machine, or an alias defined on the server machine.

Examples:

e On Linux/Unix:
pongo: /opt/firebird/ exanpl es/ enpbui |l d/ enpl oyee. f db
bongo: fury
112.179.0. 1:/var/ Firebi rd/ dat abases/ butterflies.fdb

| ocal host : bl ackj ack. f db
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e OnWindows:
si anang: C: \ Bi ol ogy\ Dat a\ Pri nat es\ Apes\ popul ati ons. f db
sofa: D: \ M sc\ Fri ends\ Ri ch\ Lenders. fdb

127.0.0. 1: Borrowers

Notice how the aliased connection strings don't give any clue about the server OS. And they don't haveto, either:
you talk to aLinux Firebird server just like you talk to aWindows Firebird server. In fact, specifying an explicit
database path is one of the rare occasions where you have to be aware of the difference.

Third-party programs

Please note that some third-party client programs may have different requirements for the composition of con-
nection strings. Refer to their documentation or online help to find out.

Connecting to an existing database

A sampledatabasenamed enpl oyee. f db islocatedintheexanpl es/ enpbui | d subdirectory of your Firebird
installation. Y ou can use this database to “try your wings”.

If you move or copy the sample database, be sure to place it on a hard disk that is physically attached to your
server machine. Shares, mapped drives or (on Unix) mounted SMB (Samba) filesystems will not work. The
same rule appliesto any databases that you create or use.

Connecting to a Firebird database requires the user to authenticate with a user name and a valid password. In
order to work with objects inside the database — such as tables, views, etc. — you aso need explicit permissions
on those objects, unless you own them (you own an object if you have created it) or if you're connected as
SYSDBA. In the example database enpl oyee. f db, sufficient permissions have been granted to PUBLIC (i.e.
anybody who cares to connect) to enable you to view and modify datato your heart's content.

For simplicity here, we will look at authenticating as SY SDBA using the password nast er key. Also, to keep
the lines in the examples from running off the right edge, we will work with local databases and use relative
paths. Of course everything you'll learn in these sections can also be applied to remote databases, simply by
supplying afull TCP/IP connection string.

Connecting with isql

Firebird ships with a text-mode client named isgl (Interactive SQL utility). You can use it in several ways to
connect to a database. One of them, shown below, isto start it in interactive mode. Go to the bi n subdirectory
of your Firebird installation and type isgl (Windows) or ./isgl (Linux) at the command prompt.

[In the following examples, # means “ hit Enter”]
C.\Program Fil es\ Firebird\Firebird_2_5\bi n>i sql #

Use CONNECT or CREATE DATABASE to specify a dat abase
SQL>CONNECT . .\ exanpl es\ enpbui | d\ enpl oyee. fdb user SYSDBA password nasterkey; #
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Important

e Inisgl, every SQL statement must end with a semicolon. If you hit Enter and the line doesn't end with a
semicolon, isgl assumesthat the statement continues on the next line and the prompt will change from SQL>
to CON>. This enables you to split long statements over multiple lines. If you hit Enter after your statement
and you'veforgotten the semicolon, just typeit after the CON> prompt on the next line and press Enter again.

 If you run a(Super)Classic Server on Linux, afast, direct local connection is attempted if the database path
does not start with a hostname. This may fail if your Linux login doesn't have sufficient access rights to the
database file. In that case, connect to | ocal host : <pat h>. Then the server process (usualy running as
user fi r ebi r d) will open the file. On the other hand, network-style connections may fail if a user created
the database in Classic local mode and the server doesn't have enough access rights.

Note

Y ou can optionally enclose the path, the user name and/or the password in single (* ) or double (") quotes. If
the path contains spaces, quoting is mandatory.

At this point, isgl will inform you that you are connected:

Dat abase: ..\exanpl es\ enpbui |l d\ enpl oyee. fdb, User: sysdba
SQL>

You can now continue to play about with the enpl oyee. f db database. With isgl you can query data, get
information about the metadata, create database objects, run data definition scripts and much more.

To get back to the command prompt, type:
SQ>QUIT; #

YoucanasotypeEXI Tinstead of QUI T, the difference being that EXI T will first commit any open transactions,
making your modifications permanent.

Connecting with a GUI client

GUI client tools usually take charge of composing the CONNECT string for you, using server, path (or alias),
user name and password information that you type into prompting fields. Use the elements as described in the
preceding topic.

Notes

« Itisquite common for such tools to expect the entire server + path/alias as a single connection string — just
likeisgl does.
* Remember that file names and commands on Linux and other “Unix-ish” platforms are case-sensitive.

Creating a database using isq|

There is more than one way to create a database with isqgl. Here, we will look at one simple way to create a
database interactively — although, for your serious database definition work, you should create and maintain
your metadata obj ects using data definition scripts.
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Starting isql

To create a database interactively using the isgl command shell, get to a command prompt in Firebird's bi n
subdirectory and typeisql (Windows) or ./isgl (Linux):

[In the following examples, # means “hit Enter”]

C.\Program Fil es\Firebird\Firebird_2_5\bi n>i sql #
Use CONNECT or CREATE DATABASE to specify a database

The CREATE DATABASE statement

Now you can create your new database interactively. Let's suppose that you want to create a database hamed
t est . f db and storeit in adirectory named dat a on your D drive:

SQL>CREATE DATABASE ' D:\data\test.fdb' page_size 8192#
CON>user ' SYSDBA' password 'nasterkey'; #

I mportant

¢ Inthe CREATE DATABASE statement it is mandatory to place quote characters (single or double) around
path, username and password. Thisis different from the CONNECT statement.

e |f you run a(Super)Classic Server on Linux and you don't start the database path with a hostname, creation
of the databasefileis attempted with your Linux login asthe owner. This may or may not be what you want
(think of access rights if you want others to be able to connect). If you prepend | ocal host : to the path,
the server process (usually running as user f i r ebi r d) will create and own thefile.

The database will be created and, after afew moments, the SQL prompt will reappear. Y ou are now connected
to the new database and can proceed to create some test objectsinit.

But to verify that there really is a database there, let's first type in this query:

SQL>SELECT * FROM RDB$RELATI ONS; #

Although you haven't created any tables yet, the screen will fill up with a large amount of datal This query
selects al of the rows in the system table RDBSRELATIONS, where Firebird stores the metadata for tables. An
“empty” databaseisnot really empty: it contains anumber of system tables and other objects. The system tables
will grow as you add more user objects to your database.

To get back to the command prompt type QUI T or EXI T, as explained in the section on connecting.

Firebird SQL

Every database management system hasits own idiosyncrasiesin the waysit implements SQL . Firebird adheres
to the SQL standard more rigorously than most other RDBM Ses. Developers migrating from products that are
less standards-compliant often wrongly suppose that Firebird is quirky, whereas many of its apparent quirks
arenot quirky at all.
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Division of an integer by an integer

Firebird accords with the SQL standard by truncating the result (quotient) of an integer/integer calculation to
the next lower integer. This can have bizarre results unless you are aware of it.

For example, this calculation is correct in SQL.:
1/ 3=0

If you are upgrading from an RDBM S which resolves integer/integer division to afloat quotient, you will need
to alter any affected expressions to use afloat or scaled numeric type for either dividend, divisor, or both.

For example, the calculation above could be modified thusin order to produce a non-zero result:

1.000 / 3 = 0.3833

Things to know about strings

String delimiter symbol

Strings in Firebird are delimited by a pair of single quote (apostrophe) symbols: ' | am a string' (ASCII
code 39, not 96). If you used earlier versions of Firebird's relative, InterBase®, you might recall that double
and single quotes were interchangeable as string delimiters. Double quotes cannot be used as string delimiters
in Firebird SQL statements.

Apostrophes in strings

If you need to use an apostropheinside aFirebird string, you can “escape’ the apostrophe character by preceding
it with another apostrophe.

For example, this string will give an error:
"Joe's Enporium

because the parser encounters the apostrophe and interprets the string as* Joe' followed by some unknown
keywords. To makeit alega string, double the apostrophe character:

"Joe''s Emporium

Notice that thisis TWO single quotes, not one double-gquote.

Concatenation of strings

The concatenation symbol in SQL istwo “pipe” symbols (ASCII 124, in apair with no space between). In SQL,
the “+” symbol is an arithmetic operator and it will cause an error if you attempt to use it for concatenating
strings. The following expression prefixes a character column value with the string “Reported by: ”:

"Reported by: ' || LastNane
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Firebird will raise an error if the result of a string concatenation exceeds the maximum (var)char size of 32 Kb.
If only the potential result — based on variable or field size —istoo long you'll get awarning, but the operation
will be completed successfully. (In pre-2.0 Firebird, thistoo would cause an error and halt execution.)

See also the section below, Expressionsinvolving NULL, about concatenating in expressions involving NULL.

Double-quoted identifiers

Before the SQL-92 standard, it was not legal to have object names (identifiers) in a database that duplicated
keywordsin the language, were case-sensitive or contained spaces. SQL-92 introduced a single new standard to
make any of them legal, provided that the identifiers were defined within pairs of double-quote symbols (ASCI|I
34) and were always referred to using double-quote delimiters.

The purpose of this “gift” was to make it easier to migrate metadata from non-standard RDBM Ses to stan-
dards-compliant ones. The down-side is that, if you choose to define an identifier in double quotes, its case-
sensitivity and the enforced double-quoting will remain mandatory.

Firebird does permit adlight relaxation under avery limited set of conditions. If theidentifier which was defined
in double-quotes:

1. wasdefined asall upper-case,
2. isnot akeyword, and
3. does not contain any spaces,

...then it can be used in SQL unquoted and case-insensitively. (But as soon as you put double-quotes around
it, you must match the case again!)

Warning

Don't get too smart with this! For instance, if you have tables "TESTTABLE" and "TestTable", both defined
within double-quotes, and you issue the command:

SQL>sel ect * from Test Tabl g;

...you